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Unit one: Confirm server specification

This unit is developed to provide you the necessary information regarding the following content
coverage and topics:

» Overview of Server Operating System
« Confirming network operating system, server applications and server Design
 ldentifying product, vendor architecture and equipment

 ldentifying technology and resource

This unit will also support you to accomplish the learning outcomes stated in the cover
page. Specifically, upon completion of this learning guide, you will be able to:

» Explain Server Operating System
» Define network operating system, server applications and server Design
* ldentify product, vendor architecture and equipment

» ldentify technology and resource
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Overview of Server Operating System

YV VYV VY V VY

>

A server operating system is an advanced operating system designed to run on servers.

It has the necessary features and subsystems to operate in a client-server architecture and

serve clients’ requests .

Server operating systems are optimized to provide more advanced features and functions for

client-server architectures or enterprise IT environments .

Server operating systems offer various benefits compared to standard operating systems,

including unlimited user connections, more memory, and advanced network optimizations

They facilitate the implementation of various server platforms, such as web servers, mail

servers, file servers, database servers, application servers, and print servers

Windows Server 2008
Released on February 2008

GUI (graphical user interface) o Pictorial representation of computer function NOS GIUs

Enable administrator to manage files, users, groups, security, and printers

Enhanced security, reliability, remote client support, and performance

Has New server management features

Editions: Standard Edition, Web Edition, Enterprise Edition, Datacenter Edition

UNIX and Linux

> Popular NOS Provide resource sharing
UNIX developed in 1969

UNIX preceded, led to TCP/IP protocol suite development

v
v
v Most Internet servers run UNIX
v Efficient and flexible

Window server 2012

o Edition: Foundation Edition , Essentials Edition, Standard Edition and Datacenter

Edition.
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Confirming network operating system
Network Operating system
e A network operating system (NOS) is a specialized operating system designed to run
on network devices such as routers, switches, and firewalls.
e It provides networking capabilities such as file and printer sharing, client-server
model, and Internet protocols .

Server application

A server application is a program that runs on a server and provides services to clients.

It is designed to handle multiple requests from clients and provide them with the necessary

resources.

Server applications can be used for various purposes, such as web hosting, email hosting, file

sharing, and database management.

An application server is a server-side program that uses one or more communication

protocols to offer business logic behind any consumer or business application in a single or

distributed network

It is designed to provide a platform for running business-critical applications, such as a self-

hosted CRM or a SaaS.

An application server usually functions as a shared environment for various collaborative

applications.

> A web server is a server that hosts programs and data and responds to client requests for
web pages or other web-based services. Common web servers are Apache, Microsoft
Internet Information Services (11S).

> A mail server allows users to forward and receive emails for and from their business and
controls individual email accounts based on a specific domain.

> A file server involves a joint storage point for a business to store documents or data a
network drive.

> A database server includes database integration, which facilitates dynamic web page
building based on the database contents.

> A print server allows multiple machines to use a single printer.
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Server Design

e Server design can refer to two different things:

> server operating systems and
> server applications.

e A server operating system is an advanced operating system designed to run on servers.

e It has the necessary features and subsystems to operate in a client-server architecture and
serve clients’ requests.

e A server OS is designed from the ground up to provide features suitable for multi-user,
business-critical applications.

e It provides the central interface for managing users, implementing security, and other
administrative processes. The focus of a server operating system is usually security, stability,
and cooperation.

1.2.  ldentifying product, vendor architecture and equipment
Identify specifications
. Once requirements have been defined and client needs are clarified, it’s time to start
thinking about identifying products that fit the solution. In this case, we need to focus on
the possible server solutions.
. Remember: a server consists of
> Hardware
> Software
> Network connections.
e There are different types of server designs that need to be considered when
identifying equipment.
. here are multiple server architectures to choose from, including
> Mainframe architecture
> File sharing architecture
> Client/server architecture
> Web based architecture
> Thin client architecture

> Blade architecture.
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Product architecture
e Product architecture is the organization of a product’s functional elements and the ways these

elements interact.
e It plays a significant role in how to design, make, sell, use, and repair a new product offering .
> There are two fundamental types of product architecture: Modular and Integral.

Modular

» In the modular type, well-defined component interfaces functionally self-contain modules.
» Organize a product into a number of modules to develop and complete a specific function.
» The interaction of these modules carries out the product’s overall purpose.

» The advantages of modular include task allocation and outsourcing. As well as, economies of
scale, reuse/standardization for developing new products, maintenance, and mass

customization.
Integral
» With integral product architecture, functions are shared by physical elements.
» There’s greater complexity of mapping between components and functions.

Identify vendor architecture

e Each vendor in the marketplace supports specific platforms and server architecture.

e When selecting equipment for the server, you will need to consider the hardware and software
platforms from each vendor.
o Hardware platform refers to the hardware components that make up the computer

system.
e Software platform refers to the operating system or programming language developed for the

hardware.

1.3. Identifying technology and resource
¢ Detailed information about server hardware is available from the server documentation and

from the hardware manufacturer’s website.

e At a minimum, the server vendor will have a component list detailing what hardware is in the

Server.
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e Hardware technology refers to the physical components that make up a computer system, such as the

CPU, RAM, hard disk, and display.
It can also mean the technology, materials, tools, and documents that are necessary or useful to

commercialize, develop, test, manufacture, or use certain hardware products, such as sensors.

It can also mean the term used to describe how a computer’s hardware and software work together.

e Some common server-side technologies include backend frameworks, backend development

platforms, and server-side programming languages
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Self-check test-1
Instruction: -Read all questions which given below and you to answer the correct one.

Part 1. choose the correct answer
1. Across-platform program is one that runs .
a. only on one operating system b. the same on multiple operating systems
b. differently on every operating system d. differently on one operating system
2. What is the purpose of a Request for Information (RFI) in the vendor selection process?
a. Pricing negotiation b. Detailed product evaluation
c. Initial vendor introduction d. Contract finalization
3. When assessing a vendor's financial stability, which factor is essential to consider?
a. Number of product features b. Market reputation and longevity
c. Short-term pricing discounts d. Availability of customer support
4. Which factor is crucial in evaluating the scalability of a product?
a. User interface design b. Number of years the vendor has been in business
c. The ability to handle increased workload or user base d. Compatibility with existing systems

Part Il. Give short Answer

e What is system requirement?

e List some of the hardware and software requirement consideration before installing server 2012 operating
system

e Define hardware and software plat form

What are the common hardware server technologies on?
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Unit Two: Verify server compatibility and inter-operability

This Unit is developed to provide you the necessary information regarding the following

content coverage and topics

This guide will also assist you to attain the learning outcome stated in the cover page.

Reviewing Hardware and software to ensure compatibility
Obtaining all hardware required

Installing required operating system and software
Installing additional tools or third-party software

Patching operating system and applications

Specifically, upon completion of this Learning Guide, you will be able to

Review Hardware and software to ensure compatibility
Obtain all hardware required

Install required operating system and software

Install additional tools or third-party software

Define operating system and applications
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2.1. Reviewing Hardware and software to ensure compatibility

Server compatibility

Ensuring server compatibility involves a comprehensive evaluation of various components to

guarantee seamless integration and optimal performance.

Firstly, confirm that the chosen central processing unit (CPU) aligns with the motherboard
by checking the CPU socket type and chipset compatibility.

Verify that Random Access Memory (RAM) modules are supported by both the
motherboard and CPU, taking into account factors like RAM type, capacity, and
recommended operating speeds.

Additionally, check the compatibility of storage drives, RAID controllers, and networking
interface cards (NICs) to guarantee proper functionality.

Ensure that the power supply unit (PSU) matches the server chassis and motherboard,
providing sufficient power output and appropriate connectors. For graphics processing units
(GPUs), if applicable, confirm compatibility with the motherboard's PCle slots and check
for any power supply requirements.

Matching the server chassis and motherboard form factors is crucial, as well as ensuring
cooling solutions are compatible with both the CPU and chassis.

Lastly, confirm that the chosen operating system is supported, considering driver
availability and compatibility with the server's hardware. Regularly consult manufacturer
documentation and compatibility lists, and conduct testing in a controlled environment to

preemptively identify and address any compatibility issues.
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Ensuring Hardware Compatibility

e Networking is hardware-dependent, and not all hardware products are compatible. In order for
two computers to communicate, they must use the same protocol.

e Computer hardware raises similar issues.

e In some instances, two pieces of hardware simply cant communicate with each other. For
example, consider an analogy to automobile parts: two parts might look alike and be able to
perform the same function, but each is designed to work in a different car.

When Hardware Is a Problem

Hardware incompatibilities are a fact of life.

In today's computer industry, hundreds of manufacturers develop hardware and software.

Each developer has a unique perspective on the best way to accomplish the same task, and

each will provide a unique solution.

Copyright and patent issues further complicate the matter.

Evaluating and selecting hardware is a major part of planning for network implementation.
e It is likely that you will have to create a network out of an existing collection of hardware.
e The most common incompatibilities occur between hardware and software.

e Changing or upgrading a computer or network operating system can lead to major problems.

Reading the Documentation

e Read all the documentation about the products involved. Your hardware or software might
have a recurring problem or might conflict with another product. Frequently, the
manufacturer will document these conflicts and provide a fix. If you do not find the solution
in the supplied documentation, you might contact the manufacturer of the product and ask

for undocumented conflicts.
Detection during Installation

e When you install a new computer or network operating system, your computer will usually
attempt to detect the hardware in the system during the installation process and load the

appropriate drivers for it.
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e Check the list of detected hardware and ensure that it matches what is already in the machine.

e If you are installing Novell's Intranet Ware, for example, the install utility will automatically

scan your computer for hardware such as hard disks, CD-ROM drives, and NICs. If the

devices are recognized, the appropriate drivers will then be loaded for the recognized devices

Checking Minimum Requirements

e As a first step before you install, make sure that you exceed the minimum requirements for

the resources in the computer.

e These resources include processor speed, memory, and disk space.

e Table lists some minimum hardware requirements for server 2008

Table 1. Minimum Hardware Requirements for window server 2008 operating system

Category Minimum / Recommended Requirements

Processor e Minimum: 1.4GHz (x64 processor)
e Recommended: 2GHz or faster
Note: For Itanium based systems an Intel Itanium 2 processor is required.

Memory e Minimum: 512MB RAM
e Recommended: 2GB RAM or greater
e Maximum: 8GB (Foundation) 32GB (Standard) or 2TB (Enterprise,
Datacenter and Itanium-Based Systems)

Available Disk e Minimum: 10GB

Space e Recommended: 40GB or greater
Note: Systems with RAM in excess of 16GB will require greater
amounts of disk space to accommodate paging, hibernation, and dump
files

Drive DVD-ROM drive

Display and  Super VGA or greater-resolution monitor (800x600)

Peripherals » Keyboard
» Microsoft Mouse or compatible pointing device
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Network Hardware

» Network hardware is not as susceptible as software to conflicts and compatibility problems.
Connectivity Devices, covers the basics of how these devices (repeaters, bridges, routers,
routers, and gateways) work.

e Since these devices are common to many different types of networks and work mainly with
data packets, they are less likely to present conflicts.

e The manufacturers of these products maintain strict adherence to the IEEE 802.x standards.

e Therefore, any device that meets an IEEE standard can communicate with another device that
meets the same standard.

Obtaining all hardware required

e The first step in obtaining a networking device is to put suppliers of that device. Then, there
are factors you need to consider about the supplier and the devices on offer, such as support
provided and purchase price.

e This will help you to compare and choose the most appropriate supplier and the exact model
of the device according to client requirements.

e Finally, you are ready to place an order for your organization or client to purchase the
device.

2.3. Installing required operating system and software

e A server operating system is an advanced operating system designed to run on servers. It has the
necessary features and subsystems to operate in a client-server architecture and serve clients’

requests. A server OS is designed from the ground up to provide features suitable for multi-

user, business-critical applications. It provides the central interface for managing users,

implementing security, and other administrative processes.

e Server operating systems are designed for platforms that act as web servers, application
servers, database servers, email servers, or other platforms running on a dedicated server.
Server operating systems offer various benefits compared to standard operating systems,

including unlimited user connections, more memory, and advanced network optimizations
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e Figure 2.1 on operation sheet 1.1 is the first screen you’ll see. It allows you to customize the
installation language and the regional and keyboard settings of the server. You’ll need to
change some settings here if the defaults do not match your language, region, and

keyboard.

e For example, if you are in Ireland using an Irish-based keyboard, then these defaults won’t
suit you at all! The time zone won’t work correctly, currency symbols will be wrong, and the
keyboard layout will be totally wrong. For example, you will struggle to find the backslash

(\), which is kind of important in the Windows world.

2.4. Installing additional tools or third-party software
Third-party software is any software application or program that is developed by a company or

individual other than the original manufacturer or creator of the device or operating system it is
intended to run on.

e Third-party software is created by external developers or companies who are not directly
affiliated with the manufacturer of the hardware or the creator of the operating system.

o Third-party software can encompass a wide range of applications, including productivity tools,
games, utilities, security software, and more.

o Third-party software is typically distributed separately from the operating system or device it is
designed for. Users can obtain it through various channels, such as official app stores, websites,
or other distribution platforms.

e Updates and support for third-party software are the responsibility of the developers or
companies that created the application. Users need to keep their third-party software up to date to
benefit from new features, bug fixes, and security patches.

e Third-party software can be designed to integrate seamlessly with operating systems or other
software. Developers may create plugins, extensions, or APIs that allow their software to interact
with existing systems or applications.

e Third-party software often provides users with options for customization, allowing them to tailor
the software to their specific needs. It also allows for specialization, as developers can focus on

creating tools for specific niches or industries.
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2.5. Patching operating system and applications

Patching an operating system is a process of updating the operating system to address security
vulnerabilities, fix bugs, and introduce new features.

Operating system vendors regularly release updates, known as patches or updates, to maintain
the security and functionality of a computer system.

The process of patching an operating system involves downloading and installing the latest
updates from the vendor’s website or through an automatic update mechanism.

It is important to keep the operating system up-to-date to ensure that it is protected against the
latest security threats and that it is functioning optimally. Security considerations are paramount,
urging users to download from trusted sources, keep software updated, and remain cautious
about potential risks.

Updates, support services, and different licensing models, such as freeware or subscription-based

approaches, characterize the landscape of patching an operating system.
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Directions: Answer all the questions listed below.

Part 1: Choose the correct answer from the given alternatives

1. Hardware and software compatibility is important to ensure smooth and efficient operation of

computer systems.

2. Drivers are a type of software that play a crucial role in facilitating communication between

hardware and the operating system.

3. Upgrading hardware components, such as a graphics card, may require updating corresponding

software drivers to maintain compatibility.

Part 2: Elaborate the following

1. How you can get operating system? (5pts)

2. Explain Hardware equipment to use in server configuration?

3. Define hardware compatibility.
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Operation sheet 2.1. Install Server Operating system
How to Install Windows Server 2008 Step by Step

1. Insert the appropriate Windows Server 2008 installation media into your DVD drive. If you don't have an
installation DVD for Windows Server 2008

2. Reboot the
computer.
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3. When prompted for an installation language and other regional options, make your selection and press Next.

4 Terutall Wisdhoras

[nstall now -.-

Mvhat fo know before nstalling Windows

Flegair yaur computer

Cosynght § 2K MWicsosoh Comeben 85 rght snerved

Type wour product key for activation

Wou can find your product key on youwr computer or on the installation disc holder inside the:
‘Windoves package. Although you e not reguired to enter your product key now bo install, failure
ro enter it may result @0 the loss of dets,_ irformistion, and progerams. Vou may be reguired to
purchase another sdition of Wendows. Wa strongly adviss that you anter your product identification
ey noess,

D o WwWart bo svher pour Brodsct by now?

Ff wou chioose nok to enter the product key now, you might need to resnstall
Wirmdevws later and petenbally lose deta, slcomaticn, and pregrams, or you maght

meed to purchisse another edtion of 'ﬁlduws.

Lz

Il oimd gasng u

4. Next,

press Install
Now to begin the
installation
process.
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5. Product activation is now also identical with that found in Windows Vista. Enter your Product ID in the next
window, and if you want to automatically activate Windows the moment the installation finishes, click Next.

If you do not have the Product ID available right now, you can leave the box empty, and click Next. You will need to
provide the Product ID later, after the server installation is over. Press No.

C— Do N\

Type your product key for activation

Wi can find your preduct key on youwr computer o on the installation disc kelder inside the
Whirndovwd packege. Llithough you see nok reguimed te enter your prodect bey now bo nstall, Failure
o enker it may result i thee loss of dets, irdoemnation, 2nd progeramres. YVou may be reguired to
purchass amother sditicn of Wendows, Wa sirongly adhise that you anber your product identficaticn
oy o,

The product key sticker losobes B thies

-—
0 e L R N

Eroduct ey [deshes will be sdded astomaticaliy): E}
[l s e

F Autometicelly sctivate Windows when T'm online

Wiat e actvaticn?

Eesd our privacy statement

1 Collecting ind camnation 2 It el Wi

e Because you did not provide the correct ID, the installation process cannot determine what kind of
Windows Server 2008 license you own, and therefore you will be prompted to select your correct

version in the next screen, assuming you are telling the truth and will provide the correct 1D to prove your
selection later on.
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Salect the edition of Windaws that you purchaszed

Windowes Server IS Stendard (Fudl TnataBabson)
Wainddewrs Server JO0S Er ige (Full Ration)
Whinsdowes Server IS Datacenter [Ful Installaticn]
Wil oves Server IS Stendard [Sencer Core nstallsticn)

Wiirsdavws SErver J0S Dats erter (Sercer Cong Instalatean)

F you enter pour product key, Windows can sutomd Jcaly debermine which ed#ticn you purnchased.
To enter your product key. dick the Back buttan bo reburn 1o the previous page.

¥ you choose nof to ender your product kay nove, rraks sure that you sehect the edition of Windcws
that you purchased. B you sefect the mrong edition, you will meed to punchase thet edithon. or you
will need to reinstall the cosrect edticn of Windows later and potertially lose files and nfommation.

Dp=r rigrticn:
This egbon instafls the complete installateon of Windorss Sercer. This mstallaticn includes the erdire
user interfece. and it suppots i of the server noles.

Please read the license terms

MECROSOFT PRE- RELEASE SOFTWARE LICENSE TERMS
MECROSOFT WINDDW S SERVER 300E RC1L
These licerss terms are an agresment bebween Macrosalt Corperation (or based an
vatvere you live, one of its alfikates) and you. Please resd them. They apply to the pre-
release software named above, which includes the media on which you received it, if
arry. The terms atso apply to any Microsoft

O updstes,

O supplemerts,

miternal-based services, amd
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8. Read and accept the license terms by clicking to select the checkbox and pressing Next.

@ I Insted Windows -

Which type of installation do you want?

Upgrade

1 Eeep yaur files, wettirgs, snd programs and upgeade Windows.
L Be sure to back up your files before wpgrading

sl it, oo maie changes

b

Helgr qrae dacide

Upgrade has been dizabled

= Te upgrade, start T instalation From Wind ows.

1 Collecting indcamation 2 InsRailirg Winderes

9. In the "Which type of installation do you want?" window, click the only available option —Custom (Advanced).
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Winere do ywouw want 5o install Windows?

| Name |
leges Dk Unallocsted Space

e Dk 1 Unallocesed Space

g Eal:ngh

&% Load Driver

10. In the "Where do you want to install Windows?", if you're installing the server on a regular IDE hard disk, click to
select the first disk, usually Disk 0, and click Next.

If you must, you can also click Drive Options and manually create a partition on the destination hard disk.

e

Imstabling Windowes._

That's all the informetion we need fght mowve. ¥ our compoter will sestart seversl times during

i

11. The installation now begins, and you can go and have lunch. Copying the setup files from the DVD to the hard
drive only takes about one minute.
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adrnirestrator
e
i
Cancel

;} Windows Serverzoos

Erterprise

12.Then the server reboots you'll be prompted with the new Windows Server 2008 type of login screen.
Press CTRL+ALT+DEL to log in.

Press CTRL + ALT + DELETE to log on

e Windows Server2oo8

Enterprise
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13. Click on Other User.

Cancel

e WVWViNndows Server:

Erterprise

"= Windows Server zcos

Ernterprise

14. The default Administrator is blank, so just type Administrator and press Enter.
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Ca

e VWindows Serverzoos

Enterprise

15. You will be prompted to change the user's password. You have no choice but to press Ok.

¥our pesswond has been changed.

I

e Windows Server 2008

Enterprise
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16. In the password changing dialog box, leave the default password blank (duh, read step #15...), and enter a new,
complex, at-least-7-characters-long new password twice. A password like "top secret™ is not valid (it's not complex),
but one like "TOpSecreT!" sure is. Make sure you remember it.

17. Finally, the desktop appears and that's it, you're logged on and can begin working.
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Operation sheet 2.2: Installation of Windows Server 2012

@ Windows Server ‘ R2 @

tvaluations | 180 days

(5 pownioad
Plezse sign in to download Windows Sarver 2012 R2. If you have net registered before, you will be asked to do so

Sign In

hitps//wwwmicrosoft.com/en-us/evalcenter/ evauste-windews-server-2012-R% evtluation 521

Step 1: We can download the evaluation 1SO of Windows Server 2012 R2 from the following link:

€ microzoftstore.com e y U5t e 0% b B Solt i e B8 O % f

RS Microsoft Store Products Support w1 Sgain

Store

Windows Server

sort by: [Relevance Lv_} Viewing 1-5 Resulls

Windows Server 2012
License Pack

Windows Server 2012 Windows Server 2012
License Pack License Pack

Microsoft

W e Windows Server 2012 R2 Essentials
¢ CAL

Wiadows Server 2012 delvers a highly Canfigure and manage wirtual deskiops Configure and manage virtusl desitops The ideal doud-énsbled server for 2mall
avadable and o3zy to manage deud- with Windows Sorver 2012 Remote with Windows Server 2012 Romote buzness. Control a2cess 10 your business
optimized platform Deskiop Services Desitap Services data

$139.00 $169.00 $679.00 $559 00

*kkki 30

Step 2: After downloading the 1SO of Microsoft, create a boot USB driver which can be created with the
Microsoft tool called Windows USB/DVD Download Tool and can be downloaded from the following link:
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r
B Microsoft Store

WINDOWS 7 USB/DVD DOWNLOAD TOOL Temms of use

Step 1 of 4: Choose ISO file

Source file lC:\Win&ows_Server_szso ' m

Step 3: After completing the above given steps, plug-in the USB to the server and wait for a while till
it loads the files. This will continue for about a couple of minutes as shown in the following screenshot.

Step 4: After the files are loaded, you will see the screen of language settings of installation, keyboard, time
and currency format. Generally, all the default ones are also good enough to start with. Click Next.
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Step 5: Click “Install now”.

88 Windows Server 2012

Step 6: Once you have clicked on Install Now, the setup will start and it will load all the files and the screen
will look as shown in the following screenshot.
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Step 7: Wait until the files are loaded and then you will see the following screen. Let’s select

Windows Server 2012 Data Center Evaluation (Server with GUI) and click Next.

Setup is starting

Step 8: Click “I accept the license terms” and then click on the Next button as shown in the following
screenshot.
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MICROSOS T SOFTWARS LICIEST T1RMS

MICROSON T WINDOWS SERVIR 2012 DATAGINTIR

Step 9: The following screen will appear. In “Driver Options” you can create a new partition, delete or
format the Hard disk. After you have done this process then you can select the partition where the Windows
server 2012 R2 will be installed in our case we have one partition. Once all this is done, then click on Next.

0 relzcead aes
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Step 10: Let’s wait until this process finishes during this time and then the server will reboot.

Vour computor wil nevtad several timas. The might tate & w

Hetting (Ber ready foc vtalation (45%)

Step 11: Once the reboot is done the following screen will appear. Set the password for the server and then
click on “Finish”.

Settings

Type a password for 1he bulit-in adminsiratorn Scoount thal you can use o s5gn in 10 thes compoler,
User name

Password

RESTRS, pRsep _

Step 12: It will take some minutes until the setup finishes completely.
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Finalizing your settings

Step 13: Once all this is done, you have completed the installation process and the following screen will
appear.

Congratulations

Pross Cirl v Alts Delete to sign in

@) =
Monday, September 2

i =
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Unit Three: Configure and test server

This unit is developed to provide you the necessary information regarding the following content
coverage and topics

» Configuring server

» Defining scope and applicability of testing
» Developing test plan

* Running system test

* Analyzing error report and making changes

+ Validating changes or additions against specifications

This guide will also assist you to attain the learning outcome stated in the cover page.
Specifically, upon completion of this Learning Guide, you will be able to:

» Configure server

 Defining scope and applicability of testing

» Developing test plan

* Running system test

» Analyzing error report and making changes

» Validating changes or additions against specifications
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3.1. Configuring server

Active Directory Domain Services (AD DS), a core component of Windows Server.

AD DS is a service that helps manage and organize a networked environment, such as a
company or an organization.

It stores information about network resources, such as users, computers, printers, and groups,
in a centralized database called the Active Directory.

The Active Directory has a hierarchical, tree-like structure, called the Active Directory forest.
The forest consists of domains, which are security boundaries that have their own policies and
objects. Domains are organized into trees, and multiple trees can form a forest. For example, a
company may have a forest with domains for different regions or departments.

The network resources in the Active Directory are represented by objects, which have
attributes that define their characteristics. For example, a user object may have attributes like
username, email address, and group memberships. Objects can be organized into containers
called organizational units (OUs), which allow administrators to manage them more easily.

AD DS provides authentication and authorization services, which means it verifies the identity
of users and determines what resources and actions they are allowed to access based on their
permissions and group memberships. AD DS also enables Single Sign-On (SSO), which means
users can access multiple resources within the network without having to re-enter their
credentials.

AD DS allows administrators to define and enforce security settings, configurations, and
restrictions across the network using Group Policies.

Group Policies are applied to users and computers based on their location in the Active
Directory hierarchy. For example, a Group Policy may specify the password policy or the

desktop wallpaper for a certain OU.

Active Directory Lightweight Directory Services

e AD LDS is a feature of Windows Server that provides a lightweight, directory-access protocol

(LDAP) directory service.

e AD LDS is designed to offer directory services for applications without the need for the full

complexity of Active Directory Domain Services (AD DS).
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e Key aspects of AD LDS:
Lightweight Directory Access Protocol (LDAP): AD LDS uses LDAP, a protocol for

accessing and maintaining distributed directory information services.

»

»

DNS server

It provides a standards-based method for interacting with the directory service.

Application Directory Partition: AD LDS operates as an independent instance
of the directory service, known as an application directory partition. It allows
organizations to create and manage multiple directory instances on a single server.

Schema and Configuration Partitions: AD LDS has its own schema and
configuration partitions, separate from those used by AD DS. This enables
independent schema extensions and configurations for each AD LDS instance.
Independent Instances: Multiple instances of AD LDS can run on the same
server, each with its own configuration, schema, and directory data. This makes it
suitable for scenarios where different applications require distinct directory
Services.

Lightweight and Flexible: AD LDS is designed to be lightweight and flexible,
making it suitable for scenarios where a full-fledged Active Directory
environment may be unnecessary or impractical.

Custom Schema Extensions: Organizations can extend the schema within AD
LDS to define custom object classes and attributes based on the specific
requirements of their applications.

Secure Directory Services: AD LDS supports secure communication using
protocols like SSL/TLS, ensuring the confidentiality and integrity of directory
data.

Integration with AD DS: While AD LDS is distinct from AD DS, it can be

integrated with AD DS to provide additional directory services.

A Domain Name System (DNS) server is a crucial component of computer networks that

translates human-readable domain names into IP addresses.

It plays a fundamental role in facilitating the communication between devices on a network.

Key aspects of a DNS server:

> Name Resolution: DNS servers resolve domain names to IP addresses, allowing users to
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using human-readable names instead of numerical IP addresses.
Hierarchical Structure: DNS uses a hierarchical structure with various components like
top-level domains (TLDs), domain names, and subdomains.

Recursive and Iterative Queries: DNS queries can be recursive or iterative. In a recursive
query, the DNS server provides the complete answer to the client. In an iterative query, the
server provides a referral to another DNS server, and the client continues the query process.
Authoritative and Non-Authoritative Servers: An authoritative DNS server is responsible
for storing and providing information about a specific domain. Non-authoritative servers may
cache information obtained from authoritative servers.

DNS Records: DNS servers store information in records such as A (address) records for
mapping domain names to IPv4 addresses, AAAA records for IPv6 addresses, MX (Mail
Exchange) records for email routing, CNAME (Canonical Name) records for aliasing one
domain to another, and more.

Forwarders: DNS servers can be configured with forwarders, which are other DNS servers
that handle queries on behalf of the local server. This helps in reducing the time taken to
resolve queries by leveraging the caching capabilities of the forwarder.

Root DNS Servers: The DNS system begins with root DNS servers that maintain
information about top-level domains (TLDs). They direct queries to the authoritative servers
for specific TLDs.

DNS Caching: DNS servers cache query results to reduce the time taken to resolve
subsequent queries for the same domain name. This helps in improving the performance of
the DNS system.

DHCP server

DHCP is a protocol that automates the assignment of IP addresses and other

configuration parameters to devices on a network.

A DHCP server is responsible for managing and distributing IP addresses and related

information to devices on the network.

IP addresses assigned by DHCP servers are leased for a specific duration and must be

renewed before expiration.

DHCP servers have several benefits, such as preventing IP address conflicts, simplifying
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network administration, and

supporting both IPv4 and IPv6 protocols.

DHCP Scope

e A DHCP scope is a range of IP addresses and configuration settings that a DHCP server is
configured to provide.

> This means that a DHCP scope is a set of possible IP addresses that a server can assign
to devices on a network. For example, a DHCP scope might be 192.168.1.1 to
192.168.1.100, meaning that the server can give any of these addresses to a device that

requests one.

> A DHCP scope also includes some other settings that affect how the devices communicate on
the network, such as the subnet mask, the default gateway, and the DNS servers.
> Each scope is associated with a specific subnet and includes settings such as lease duration
and default gateway.
v This means that a DHCP scope is linked to a subset of a larger network, called a subnet.
A subnet is a group of devices that share a common prefix in their IP addresses. For
example, all the devices in the scope 192.168.1.1 to 192.168.1.100 belong to the subnet
192.168.1.0/24, where /24 indicates the length of the prefix. A DHCP scope also includes
settings that determine how long a device can keep an IP address (lease duration) and
how to reach other networks (default gateway).
> Reservations are optionally used to ensure that a DHCP client always receives the same IP
address.
v This means that a DHCP scope can have some exceptions, called reservations, that assign
a specific IP address to a specific device. For example, a reservation might be
192.168.1.10 for a printer, meaning that the server will always give this address to the
printer and not to any other device. Reservations are useful for devices that need a fixed
IP address for identification or access purposes.
Hyper-V
e Hypervisor Technology: Hyper-V is a Type 1 hypervisor, which means it runs directly on the

hardware without a host operating system. This improves the efficiency and performance of
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virtualization.

Host Operating System: Hyper-V is available as a feature on Windows Server editions and
Windows 10 Pro, Enterprise, and Education editions. Users can enable Hyper-V on their
Windows-based systems for server or desktop virtualization.

Virtual Machines: Hyper-V allows users to create and run multiple virtual machines (VMs) on a
single physical server. Each VM has its own operating system, applications, and settings, and is
isolated from other VMs.

Supported Guest Operating Systems: Hyper-V supports a wide range of guest operating systems,
including various versions of Windows, Linux, and other compatible operating systems. Users
can choose the operating system that suits their needs and preferences for each VM.

Integration Services: Hyper-V provides Integration Services, which are drivers and services that
enhance the interaction between the host and guest operating systems.

They include features such as improved performance, mouse integration, time synchronization,
and more.

Dynamic Memory: Hyper-V includes Dynamic Memory, which allows the memory allocation to
VMs to be adjusted dynamically based on workload demands. This optimizes the memory usage
on the host and prevents wastage or shortage of memory resources.

Live Migration: Hyper-V supports Live Migration, which enables the movement of running VMs
from one host to another with minimal downtime. This feature is useful for load balancing and
maintaining high availability of VMs.

Snapshot and Checkpoints: Hyper-V allows users to take snapshots or checkpoints of VMs at
specific points in time. This feature allows users to save the state of a VM and restore it later if

needed. It can be helpful for testing, troubleshooting, or backup purposes.

Active directory certificate services

AD CS: A Windows Server role that provides a PKI solution for securing communication within
an organization. It issues and manages digital certificates for various security scenarios.

PKI: A system that uses asymmetric cryptography to bind public keys to identities of entities
(such as users, computers, or devices). It enables secure communication, authentication, and data
integrity.

CA: A component of AD CS that validates the identity of entities and issues digital certificates to

them. It can be either Enterprise or Standalone, depending on the integration with Active
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Directory.

o Certificate Templates: Definitions of the properties and purpose of digital certificates. AD CS
provides predefined and custom templates for different scenarios.
File services
e File Sharing: This is the ability to store and access files and directories across a network,
enabling collaboration and data accessibility among users and applications.
e NFS and SMB: These are two common protocols for network file sharing, each suitable for
different operating system environments (Unix/Linux and Windows, respectively).

e File Servers: These are servers that host shared files and provide access to clients over a network,
with configuration options for permissions, access control, and file storage.

e File Permissions and Access Control: These are mechanisms for setting and enforcing rules on
who can read, write, or execute specific files and directories on the network.

e Distributed File Systems: These are systems that organize and manage files across multiple
servers or storage devices, providing a unified namespace and a centralized view of the files.

e File Replication: This is the process of duplicating files across multiple servers for redundancy
and fault tolerance, enhancing data availability and resilience.

e File Caching: This is the technique of storing frequently accessed files locally, reducing the need
to retrieve them from the server every time they are requested, and improving file access speed.

e File Locking: This is the technique of preventing multiple users from simultaneously modifying
the same file, avoiding data inconsistency and corruption.

Pint services

e Print server, which is a device or software that manages and coordinates print jobs on a network.

e The text explains the main function of a print server, which is to provide a centralized point for
controlling and directing print requests from client devices to one or more printers.

e A print server simplifies the administration and configuration of printers and print jobs within a
network.

e Users do not need to install or update printer drivers on their devices, as they can send print jobs
to the print server, which then handles the distribution of print tasks to the appropriate printers.

e A print server can enforce security and access policies for printers and print jobs, such as

authentication, authorization, encryption, quotas, watermarking, etc. A print server can also
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monitor and audit the print activity and

usage in the network, and generate reports and statistics.

A print server can improve the performance and reliability of printing by balancing the network
workload and avoiding printer congestion. A print server can also reduce the cost of printing by
optimizing the use of printer resources and eliminating duplicate or unnecessary print jobs It
covers the following points:

Print Server: A role service that manages and coordinates printing tasks for multiple printers on
a network.

Printer Sharing: A feature that enables users from different devices to send print jobs to a
central printer.

Print Queues: A mechanism that organizes print jobs in the order they are received by the print
server.

Printer Drivers: Software components that enable communication between the client and the
printer, ensuring that print jobs are formatted correctly.

Network Printing Protocols: Standards that facilitate communication between client devices
and the print server, such as IPP, LPD, and SMB.

Print Management: A tool for administrators to manage printers, print queues, and print jobs,
including monitoring, setting priorities, and configuring properties.

Print Policies: Rules that control and manage the use of printers on the network, such as setting

quotas, restricting access, or implementing cost-saving measures.

Print Logging and Auditing: Features that track print activities, such as monitoring printer

usage, troubleshooting problems, or generating reports.

Windows server Update Server

WSUS: A Microsoft tool for managing updates for Microsoft products in a corporate network. It
acts as a local update repository and allows administrators to approve, distribute, and monitor
updates.

Update Management: WSUS categorizes updates into different types, such as security, critical,
or service packs. Administrators can configure WSUS to automatically approve and deploy
specific categories of updates to client computers.

Deployment Rings: WSUS enables administrators to organize computers into deployment rings,

which help in testing updates on a subset of computers before rolling them out to the entire
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organization.
Reporting and Monitoring: WSUS provides reporting and monitoring features that allow
administrators to track the status of updates across the network. Reports include information on
update compliance, failed installations, and update history.
Web server(11S)
Internet Information Services (11S), a web server software developed by Microsoft.
It explains the following aspects of 11S:
Web Server Functionality: How I1S handles web requests and delivers web content.
HTTP and HTTPS Protocols: How IIS supports secure and unsecure web communication
using SSL/TLS encryption.
> Hosted Content Types: What types of web content 1S can host, including static and
dynamic content generated by server-side technologies.
> Application Pools: How IIS separates and isolates web applications for stability and security
purposes.
> Integration with ASP.NET: How IIS works with ASP.NET, a server-side web application
framework based on the .NET framework.
> Modular Architecture: How IIS allows administrators to customize and optimize their web
server configuration by installing only the necessary components.
> Centralized Management Console: How 1IS provides a user-friendly interface for
managing and configuring server roles and features.
outing and remote access server
¢ Routing and Remote Access Service (RRAS) feature in Windows Server operating systems.
e It explains that RRAS provides a range of networking services, such as routing, VPN, and dial-
up, that enable different scenarios for remote access and network interconnection.
e |t also lists some key aspects of RRAS, such as:
> RRAS Multitenant Gateway: A software gateway and router that allows network traffic
routing between virtual and physical networks, including the Internet. It supports Hyper-V
Network Virtualization and VLANS, and enables VPN and NAT for tenants.
> Remote Access: A service that allows end users and sites to connect to a corporate
network or another network by using VPN or dial-up connections.
> Routing: A service that offers routing and networking capabilities for LAN-to-LAN,
LAN-to-WAN, VPN, and NAT scenarios. It supports various routing protocols and
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features.
> Microsoft Azure virtualization solutions: A link to learn more about how Microsoft Azure
provides similar functionality in the cloud, such as hybrid virtualization and VVPN.

3.2. Defining scope and applicability of testing

»

The scope and applicability of testing are critical aspects of the software testing process that define

what will be tested, the objectives of testing, and the boundaries of the testing effort. Here is an

overview of the scope and applicability of testing:

Scope of Testing: The scope of testing outlines the boundaries and extent of the testing effort. It

defines what aspects of the software will be tested and what will not be tested.

The scope typically includes:

> Functional Features: Identify the specific functionalities, features, and use cases that will
be tested. This includes both primary and secondary functions of the software.

> Non-functional Features: ldentify the quality attributes, such as performance, usability,
security, and reliability, that will be tested. This includes both quantitative and qualitative
measures of the software.

> Test Levels: Identify the different levels of testing, such as unit, integration, system, and
acceptance, that will be performed. This includes the scope and objectives of each level, as well

as the dependencies and interactions between them.

Test Types: Identify the different types of testing, such as functional, non-functional, regression,
and exploratory, that will be conducted. This includes the scope and objectives of each type, as well
as the techniques and tools used for them.

Test Environment: ldentify the hardware, software, network, and data requirements for the

testing activities.

3.3. Developing test plan

e Atest plan is a document that outlines the scope, objectives, and strategy of testing a software product.

> Entry Criteria: The conditions that must be met before testing can start, such as the completion
of development and the availability of test environments.
> Exit Criteria: The conditions that must be met for testing to be considered complete, such as

achieving a certain level of test coverage and meeting quality criteria.
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> Test Schedule: The timeline for testing activities, including the start and end dates for each
testing phase, the milestones and the dependencies.

> Resource Planning: The allocation of resources for testing, such as the roles and responsibilities
of the test team, the tools and equipment needed, and the budget and risks involved.

3.4. Running system test

System testing involves several steps, such as setting up the test environment, creating and executing
test cases, reporting and logging defects, performing regression testing, and retesting. System testing
also includes various types of testing, such as performance testing, load testing, security testing,
usability testing, etc.

3.5. Analyzing error report and making changes

o Brief description of a general process for analyzing error reports and implementing changes in

software development. It consists of three main steps:

Identifying, monitoring, and reporting errors:

> This step involves using tools and methods to detect and capture errors that occur in software
solutions, such as crashes, bugs, or performance issues.

> Error reporting tools can help provide information about the error, such as the location, severity,
frequency, and impact of the error.

> Examples of error reporting tools are Sentry and Sauce Labs.

Understanding the root causes:

> This step involves analyzing the error reports to find out why the error occurred, what factors

contributed to it, and how it can be prevented or fixed.

> Root cause analysis can help identify the underlying problems in the code, design, logic, or
environment of the software. Examples of root cause analysis methods are defect reports and

error classification.
Making necessary changes:

> This step involves implementing solutions to correct or improve the software based on the
root cause analysis.
> Changes can include modifying the code, updating the framework, fixing the configuration,

or enhancing the functionality of the software.
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> Changes should be tested and verified before deployment to ensure they work as expected

and do not introduce new errors.

Validating changes

Process and purpose of validating changes in a system, product, or process. Here are some
elaborations and additional facts

idation vs Verification

product, or process meets the design specifications.

question "Are we building the right product?"
Validation Methods

Validation is different from verification, which is the process of checking whether the system,

e There are different methods of validation depending on the type and scope of the changes.

e Some common methods include testing, inspection, analysis, simulation, demonstration, and review.

e Each method has its own advantages and limitations, and the choice of method depends on factors

such as cost, time, risk, and complexity.
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Self-Test 3
Instruction: -Read all questions which given below and you to answer the correct one. (2 points each)

Part | True/False Questions

1. A server is a computer that provides services or resources to other computers or devices on

a network

2. A web server is a type of server that hosts and delivers web pages to clients using the HTTP
protocol

3. A proxy server is a type of server that acts as an intermediary between clients and other

servers, providing security, caching, or filtering functions

4. A mail server is a type of server that handles the sending and receiving of emails using
protocols such as SMTP, POP3, or IMAP

Part 1l. Multiple-Choice Questions

1. What is the main advantage of using a blade server over a tower server?

a. Lower power consumption B. Higher performance C. Greater scalability D. Easier

maintenance

2. What is the name of the technology that allows multiple operating systems to run on a single

physical server? A. Server clustering B. Server virtualization
C. Server consolidation D. Server replication

3. What is the name of the protocol that allows remote access and management of servers over a
network? A. RDP (Remote Desktop Protocol) B. SSH (Secure Shell) C. SNMP (Simple Network
Management Protocol) D. Telnet Answer: B. SSH (Secure Shell)

4. What is the name of the device that connects multiple servers to a shared storage system, such as a
SAN (Storage Area Network)? A. Switch B. Router C. Hub D.HBA (Host Bus Adapter)
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Operation sheet 3: Install DNS Server

Launch Server Manager by clicking Start > Administrative Tools > Server Manager.

Click Roles and then Add Roles.

Fle  Action H!A‘?W Help

= ¥ H

: Doq‘:wm $ View the health of !he roles installed on your server and add o remove roies and featres.

+ gcwm y

+ Storage

' Roles Sammary ﬂ Roles Surmery Help
5 Roles: 0of 17 nataked
{3 Last Refrech: Today st 10:30 PN Configure refresh

[ I
+ Select DNS Server from the list and then click Next button.
Add Roles Wizard = == = 5 ]

ﬁ. Select Server Roles

Before You Begn Select one or more rofes to instal on this server.
Server Roles Holes:

T

ONS Server

| Active Directory Certificate Services
[ Actwe Drectory Domain Services
[ Acwve Directory Federation Services
PRpaie [ Actrve Drectory Lightweight Drectory Seraces
Pesits [ Actve Directory Rights Management Services

[ Fiée Services
I —} Hyper-¥

[ metwork Polcy and Access Services
[ Print and Document Services

[ Remote Desktop Services

[ wweb Server (1IS)

[ vaindows Deployment Servces

[ Windows Server Update Services

Descrption:

Domain Name System (DNSS Server
provides name resolution for TCP/IP
networks. DNS Server is easier to

when & is i

Services to work to.

Cancel

an the

same server as Active Directory

Domain Services, IF you select the

Actve Directory Domain Services role,

you <an install and configure DNS

Servér and Active Directory Domain
gether.

- A little introduction to DNS Server and a few useful links for further details as shown in

below image. Click Next to move on.
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« DNS Server has been installed successfully as per below snapshot. Click Close to finish the

Add Roles Wizard.

Add Roles Wizard

ﬁ DNS Server

Seiver Roles Domain Name Sy P a thod for names numeric Internet
adcresses. This makes it for users to refer to network computers by wsing easy-taremember names
Instead of a jong series of numbers. In DS provides a hierarchical namespace, ensunng that each
host name yall be unigue across a local o network. Wirdows DNS services can be ntegrated vath

Confymation Dynarmc Host Corfiguration Protocol (DHCP) seraces on Windows, eiminating the need to add DINS recoras as

Frogess computers are adoed 1o the network,

Aecults Things to Note

DINS server niegrabon with Active Drectory Services y reph
other Directory Service data, making it esser to marasge DNS.
on the

DS data along with

ck. If you sre

i

Active Drectory Doman Services regures & DNS seryver to be r

Add Roles Wizard x|
ﬁ Confirm Installation Selections
e Tos nstel the folowing roles, folé servicas; o¢ festures; dick stal.
Server Roles .
s (i) 1 mformatonal massage baiow
Confrmation (i) This server might need to be restartad after the instaiation completes.
Progrese ~'|DNS Server |
Aecults Domain Name Server
Brint, e-mal, or save this information
< Previous ] et ‘ | Enstal l Cancel I
Click Install button.
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Operation sheet 3.1 Install Active Directory

The first step is to assign a IP to the server that you going to deploy the AD. It’s necessary to install it as DNS
server t0o. So its better to have fixed IP it doesn't mean you cannot install AD without fixed IP address but it

will solve lot of issues if you used fixed IP

Internet Protocol Yersion 4 CICP IR »-43 =z :'/-::v - =i ==t

Seneral I

You can gek IP setftings assigned autamatically iF vour nebwveork supports
this capability. Otherwise, vou need to ask vour network sdministrator
For the appropriate IP scEbings.

¢ oObtain an IP addres==s sutomaticslly

— L Lise the Following IP address:

1P address: | 0o . o . o . 14

Subnst mask: | 255 .255 .255 . O

Default gateveay: i 30 -0 .0 = A

€ Shtain DS server Ssddress autairiatically
— = uUse the frollowing DHNS server addresses:

Preferred DNS server: l 10 -0 S = - 1%

Alternate DS server: '

Advanced. .. |
I OK l Cancel I

In here the server ip is 10.0.0.14. Since we going to make it as DNS server too you should use the same ip as the
preferred DNS server. Next step is to install the Active directory roles. Unlikely the older version of windows

servers Microsoft highly recommend to use server manager option to install roles before you run dcpromo.

-
bR Command Prompt ——
Administrator
@ Ease of Access Center
Documents
Computer
Febwork
—ontrol Pans!
Administrative Tools »>
Help and Support
Run...
» all Programs
[Start search == ® | & ||
[T stare | Sn, =m | = Administrator: Command... | & Network Connections |
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Click on start menu and select the Server Manager

ERIRoles
& @j Features
eI ? Diagnostics A View the health of the roles installed on yvour server and add or remove roles and features,
[# F} Configuration 4
[ =4 Storage
~! Roles Summary Roles Summary Help
(~ Roles: 0 of 16 installed Fo add Roles

s Remove Roles

Select the roles from the right hand panel and click on add roles option

From the roles list select the "Active Directory Domain Services" role and Click "Next"

— st
BB ceiec server rotee

Before You Bealn Seloct one or more roles Lo install on this server .

Activa Directary Domsin Services
Confirmation

Frogarans

Faciite

| cancel |

= frevious ||

Review the confirmation and click on "Next"
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m Active Directory Domain Services

Before You Begin

Server Roles

Confirmation

Progress

Results L)

Inkr

-
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T

ko Acki Directory D in Services

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices on the
network, AD DS helps administrators securely manage this information and Facilitates resource sharing and
collaboration between users. AD DS £ also required For directory-enabled applications such as Microgoft
Exchange Server and For other Windows Server technologies such as Group Policy .

Things to Note

Tao help ensure that users can still log on ko the network in the case of a server outage, install a minimum of
two domain controllers For a domain.

AD DS requires a DNS server ta be installed on the network. If you do not have a DMS server installed, you
will be prompted to install the DNS Server role on this server,

After you install the AD DS role, use the Active Directory Domain Services Installation Wizard

(dcpromo. exe) to make the server a fully functional domain controller.

Installing AD DS will also install the DFS DFES
are required by Directory Service,

1, and File 1 services which

Additional Information

Overview of AD DS
Inztalling AD DS
c Canfi ions For AD DS

= Previous | Next > I Inistall I Cancel |

Review the installation confirmation and click on "Next"

Add Roles Wizard

Before You Begin
Server Roles

Active Directory Domain Services

Confirm Installation Selections

To install the Following roles, role services, or Features, click Install,

(i) 2 informational messages below

K’ii This server might need to be restarted after the installation completes.
Progress #/ Active Directory Domain Seryices
Results (7)) After you Install the A0 DS role, use the Active Directory Domain Services Installation wizard
~ {dcpromo.exe) to make the server a Fully Functional domain controller,
Print, e-mail, or save this infarmation
= Previous I [pRtis | Install I Cancel
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It will take few minutes to complete and when its done you will get this confirmation. And then click on

"Close"

Add Roles Wizard = x|

ﬁ Installation Results

Before You Begin

The fallowing roles, role services, or Features were installed successfully:

Server Roles
x = (D 1 informational message below
Active Directary Damaln Services

Confirmation ~! Active Directory Domain Services & Installation succeeded

Progress The following role services were installed:

Active Directory Domain Controller

(i) Use the Active Directary Domain Services Installation Wizard (deproma.exe) to make the server a
~ Fully functional domain controller,

Close this wizard and launch the Active Directory Domain Services Installation Wizard (dcpromo.exe),

Brint. e-mail -

2 FEVIouE HExt> I Close I Cancol
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So please click on that link and it will start the DCPROMO wizard.
So next step to go through the DC promo wizard.To start the installation click on "Next"

'.—'—l Active Directory Domain Services Installation Wizard Xl

welcome to the Active Directory
Domain Services Installation
wWizard

T hi=s wizard helps you install Active Directory Domain
Services (A0 OS] on this server. making the server an
Active Directory domain controller. To continue. click Mext.

I Use advanced mode installation

Learm more about the additional options that are
available in advanced mode installation:

More about Active Directory Domain Services

z Back l Mot > I Cancel I

Click on "Next"

 @! Active Directory Domain Services Installation Wizard

} Operating System Compatibility
Improved security settings in Windows Server 2008 affect older versions of
Windows

' Wwindows Server 2008 domain controllers have a new more secure default for the
security setting named "Allow cryptography algorithms compatible with Windows MNT
4.0." This setting prevents Microsoft \Windows and non-Microsoft SME "clients™ from
using weaker NT 4.0 style cryptography algorithms when establishing security channel
sessions against Windows Server 2008 domain controllers. As a result of this new
default, operations or applications that require a security channel serviced by
Windows Server 2008 domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SME "'clients” and network-attached storage [NAS] devices that do not support
stronger cryptography algorithms. Some operations on clients running versions of
Windows earlier than Vista with Service Pack 1 are also impacted. including domain
{oin operations performed by the Active Directory Migration T ool or "Windows
Deployment Services.

For more information about this setting, see Knowledge B ase article 942564
[http: //go.microsoft. comAfwlink /?Linkld=104751].

< Back I MNext > I Cancel I
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Since we going to install New Domain Controller in new forest please select the option "Create a new

domain in new forest" option and click on "Next"

@ ! Active Directory Domain Services Installation Wizard T

Choose a Deployment Configuration
You can create a domain controller for an existing forest or for a news forest.

" Existing forest

€ Add a domain contioller ta an existing domairy

= ey

* Create a new domain in a new forest

More about possible deployment configurations

< Back l MNext > I Cancel |

Now we have to provide the name for our domain controller. It must be FQDN. In our case | used

rebeladmin.com as the domain. Please click "Next" after it.

& Active Directory Domain Services Installation Wizard

Name the Forest Root Domain
The first domain in the forest is the forest root domain. lts name is also the name of L
2

the forest.

Tupe the fully qualified domain name (FQDN] of the new forest raot domain.

FAQDN of the forest root domain:
Irebeladmlncom

Example: corp.contoso com

< Back I Mext > I Cancel I

In this window it will ask to select forest function level. If you going to add server 2003 domain controller to your
forest later don't select the function level as server 2008. If you going to use full features of 2008 Ad you must

select forest function level as server 2008. In my case | used server 2008. Click on "Next" after the select.

Page 53 of 72 Author/Copyright:
Ministry of Labor and Skills Configure and Administer Server Level- 111

Version - 1

November, 2023




Ministry of Labor and Skills

|||l¢ RS N ALNC

@ ! Active Directory Domain Services Installation Wizard

Set Forest Functional Level
Select the forest functional level.

Forest functional level:

Details:

T his forest functional level does not provide any new features over the Windows -
2003 forest functional level. However. it ensures that any new domains created in

this forest will automatically operate at the Windows Server 2008 domain functional
lewvel. which does provide unique features.

=]

You will be able to add only domain controllers that are running
wwfindows Server 2008 or later to this forest.

More about domain and forest functional levels

< Back I MHext > I Cancel l

In next window since it's the first DC we should make it as DNS server too. Leave the default selection
and click on "Next"

© ! Active Directory Domain Services Instaliation Wizard

Additional Domain Controller Options

Select additional options for this domain controller.
I~V DHNS server

v Hiobal catalog

v domamn controller (BB E]
Additional information:

T he first domain controller in a forest must be a global catalog server and -~ I
cannot be an RODC.

wie recommend that vou install the DS Server service on the first domain
controller.

rMore about additional domain controller options

<Back [ nNext> | Cancel |

If the wizard cannot create a delegation for the DNS server, it displays a message to indicate that you can create the
delegation manually. To continue, click "Yes"
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© | Active Directory Domain Services Lns =<1
Additional Domain Controller Options 1 = g =
=S =)
—r
Select additional options for this domain controller.
I~V DHNS server
L © ! Active Directory Domain Services Installation Wi=s =1
r
£ ; A delegation For this DMNS server cannot be created because the
& 7!}‘\ authoritative parent zone cannot be Found or it does not run
T - wWindows DMNS server. IF vou are integrating with an existing DMNS
infrastructure, wou should manually create a delegation to this
DMS server in the parent zone to ensure reliable name resolution
From outside the domain rebeladmin.com. Otherwise, no action is
required.
Do wou want to continue?
F Yes I I Mo I
< Back I HNext > I Cancel I

In next window it will show up the database location. It its going to be bigger AD its good if you can keep NTDS

database in different partition. Click on "Next" after changes.

' ;—‘l Active Directory Domain Services Installation Wizard

I Location for Database. Log Files. and SYSVOL
Specify the folders that will contaln the Active Directory domain controller
database. log files. and SYSY

For better performance and recoverability. store the database and log files on separate
wolumes.

D atabase folder:

Brows=c... I
Log files folder:
|CwWindows NTDS Browse. .. |

STSNWOL folder.

lC:\Windows\SYSVDL EBrowse. . I

Fore about placing SActive Directory Domsin Services files

< Back l MNext > I Cancel l

In next window its asking to define a restore mode password. Its more important if you had to do a

restore from backup in a server crash. Click on "Next" after filling it.
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& Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password

The Directory Services Restore Mode Administrator account is different from the domain
Sdministrator account.

Assign a password for the Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. “We recommend that you
choose a strong password.

Fassword: i--------

Confirm password: ' |

PMore about Directory Services Restore Mode password

< Back I HNext > l Cancel l

Next window is giving you a brief of the installation. Click on "Next"

! Active Directory Domain Services Installation Wiz

Summary

Beview vour selections: |
Configure this server as the first Active Directory domain controller in a news forest. -

The new domain name is rebeladmin.com. This is also the name of the new forest.
The HetBIOS name of the domain is REBELADMIN

Forest Functional Level: “Windows Server 2003 o
Domain Functional Level: Windows Server 2003
Site: Default-First-Site-Name

A dditional Options: I

To change an option. click Back. T o begin the operation. click Hext

These settings can be exported to an answer file for use with Export settings. .. I
other unattended operations. =
FMore about using an snswer file

< Back | Hext > I Cancel I

e

Then it will start the installation of the AD. It will take some time to complete. After complete of the installation

perform a server reboot.
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T he wizard is configuring &ctive Directory Domain Services. This process can take
from a few minutes to several howrs, depending on your environment and the options
that yvou selected.

(=
waiting for DNS installation to finish

Cancel I
I~  FBeboot on completion

< Back | Next > | el I

After the reboot now you can login to the domain. Please use the login as following example

User name : your domain\administrator
Password : XXXXXXXX

Now its done and you can view the active directory options on administrative tools menu

L, Server Manager
an

i Command Prompt

'®; Ease of Access Center

Administrator

Documents

Terminal Services
. Active Directory Domains and Trusks
Active Directory Sites and Services

Active Directory Lisers and Computers

Computer
Nebwork

Control Pane!

Help and Suppart

Run...

» All Programs

[stare searct =2

Admirustrative Tools

I

© ADSI Edit
». C Manages users, computel
Component 5°'{i-;-,m,gye‘ ctory |

A. Computer Management
Data Sources (ODBC)
DNS

Event Viewer

ervices,

Y

o

Group Policy Management

ISCST Initiator

Local Security Policy

Memory Diagnaostics Tool

Reliability and Performance Monitor
Security Configuration Wizard
Server Manager

'8

Services

Share and Storage Management
=% Storage Explorer
System Configur ation

IScrver (R)
Task Scheduler

Windaws Ficewall with Advanced Security

windows Server Backup

ecurity qroups and other objects

2008 Entcr

ok genuine

W ls 2017 AM

Page 57 of 72 Author/Copyright:

Ministry of Labor and Skills

Configure and Administer Server Level- 111

Version - 1

November, 2023




|||l¢ | €05 et ALiC

Ministry of Labor and Skills

Operation sheet 3.3. Configure DHCP server
1 In Server Manager click Add Roles

2 Click Next

Add Roles Wizard

5 Before You Begin
-

Before You Begin
Server Roles
Confirmation
Progress

Results

This wizard helps you install roles on this scrver. You determine which roles to install based on the tasks you
want this sesver to perform, such as sharing documents or hosting a Web site.

Pefore you continue, verify that:

= The Administrator account has a strong password
» Network settings, such as static IP addresses, are configured
= The latest sccurity updates from Windows Update aore installed

If you have to complete any of the preceding steps, cancel the wizard, compiete the steps, and then run the

wizend again.
To continuc, dick Next.

T Skip this page by default

3 Choose DHCP Server, and then click Next

Add Roles Wizard

DHCP Server
Network Connection Bndings
IPva ONS Settings
IPva WINS Settings
DHCP Scopes
DHCPv6 Stateless Mode
IPvG DNS Settings
DHCP Scrver Authorization
Confirmation
Progress
Results

Select one or more roles to install on this cerver.
Roles:

[ ] Active Directory Certificate Services

[ ] Active Directory Domain Services

[[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
|| Active Directory Rights Management Services
[ | Application Server

]

[] DnS Server

[ | Fax Server

Fic Services (
] Hyper-v

[ ] merwork Policy and Access Services
[_| Print and Document Services

[ ] Remote Desktop Services

[] web server (1s)

[] wmndows Deployment Services

| ] windows Server Update Services

alled)

More about secver roles

< Previous inots ] Cancel I

Description:

DvnamicHost ConfiqurationProtocol
{DHCP)} Server enables you to
centrally configure, manage, and
providetemporary IP addresses and
related information for chient
computers.

4 Click Next
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% DHCP Server

Before You Beoin
Server Roles

Introduction fo DHCP Server

The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers and
other devices that are enabled as DHCP dlients. Deploying a DHCP server on the network provides computers
and other TCP/IP-based network devices with valid IP addresses and the additonal configuration parameters
these devicees need, called DHCP options. This allows computere and devices to connect to other network

Network Connection Bindings resources, such as DNS servers, WINS servers, and routers,
IPv4 DNS Settings
: Things to Note
IRERWING Settiios i You should configure at least one static 1P address on this computer.
SREMEE i | Before you install DHCP Server, you should plan your subnets, scopes, and exclusions. Make a record of
DHCPVS Statsless Mode the plan in a cafe place for later reference.
IPy6 DNS Settings Additional Information
DHCP Server Authorization DHCP Server Overview
Confirmation Defining DHCP Scopes
or Integrating DHCP. with DNS
ogress
Results

< Previous Next > mst=t |

5 Choose the network interface, from which the DHCP server will service the clients. As you can see |
have three NICs, one is for heartbeat communication among the cluster nodes (192.168.2.20), one is for
iISCSI connection to the shared storage (192.168.1.20), while the last one is the only one connected to
the production environment, so that is the one | have chosen here.

Add Roles Wizord

x|
ﬁ:’ Select Network Connection Bindings
Before You Beain Onec or more network connections having a static IP address were detected. Each network conncection can
Server Roles be used to service DHCP dients on & separate subnet.
DHICP Scrver Sclect the network connections that this DHCP server will use for servidng dients.
Network Connection Bindings
5 Network Connections:
APV IUNG Setinas IP Address I Type ]
1Pv4 WINS Settings [ 192.168.2.20 Pva
DHCP Scopes [ 192.168.1.20 ™va
A5 e [c2 ) 152, 168.0.20 PV
TPvE DNS Settings
DHCP Server Authorization
Confirmation
Progress
Results
-Details
Name: Prod
Network Adapter: Prod
Physical Address: 08-00-27-F9-6F-68
< Previous inst= Cancel I
6 Fill in the DNS options for your DHCP server.
Page 59 of 72 Author/Copyright: Version - 1

Ministry of Labor and Skills Configure and Administer Server Level- 111

November, 2023




|||l¢ RS MU ALIVKC

Ministry of Labor and Skills

Add Roles Wizard o 3
ﬁ Specify IPv4 DNS Server Settings
Before You Begin
When dicnts obtain an IP address from the DHCP scrver, they can be given DHCP options sudh os the IP
Server Roles addresses of DNS servers and the parent domain name. The settings you provide here will be applied to dients

using IPv4.

Specify the name of the parent domain that chients will use for name resolution. This domain will be used for all
SCOPES you areate on this DHCP server.

DHCP Server
Network Connection Sndings

IPv4 DNS Settings

1PV WINS Settings ESIEREComSn:
|[contosa.com
DHCP Scopes
DHCPVG Stateless Mode
§ Specify the IP addresses of the DNS servers that dients will use for name resolution. These DNS servers will be
IPv6 DNS Settings used for all scopes you aeate on this DHCP server,
DHCP Server Authorization
o ton Prefesrred DNS server IPv4 address:

S i [192.188.0.10 | Validate I
Progress .
Results @ voka

Alternate DNS server IPv4 address:

! e |

More about DNS server settings

< Praevious I Next > ! incts ] Cancel l

7 Click Next, as you are probably not utilizing Wins anymore

8 Do not add any scopes for now. You can obviously add or import scopes later, when the clustered

DHCP server service has been created.

Add Roles Wizard |
ﬁ? Add or Edit DHCP Scopes
Before You Begin A scope is the range of possible IP addresses for a network. The DHCP server cannot distribute 1P
S addresses to dients unti a scope is oreated,
S = Scopes:
DHCP Server s | etk e | Add... |
hetwork Conmection Bndings -
1Pv4 DS Settings
IPvs WINS Settings
EHCPWE Stateless Modes
IPvE DS Settings
DHCP Server Authonization
Confirmation
Progress
Resultz e =
Add or select a scope to view its properties,
More about adding scopes
= Previous I Phext = ! Irislel Cancel
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9 Unless your DHCP servers are going to service DHCPV6 clients, choose disable DHCPv6 stateless mode for
this server, and then do not add any IPv6 scopes later on.

Add Roles Wizard 3 x|

ﬁg Configure DHCPv6 Stateless Mode

Before You Begin DHCP Server supports the DHCPvE protocol for servicng IPv6 dients. Using DHCPVE, dients can automatically

configure their own IPv6 addresses using stateless mode, or they can acquire IPv6 addresses in stateful mode

Server Roles from the DHCP server. If routers on your network are configured to support DHCPV6, verify that your
DHCP Server selecnon below matches the router configuraton.
Network Connection 8indings
Select the DHCPVE stateless mode configuration for thic server.
IPv4 DNS Settings
IPVvS WINS Settings ¢~ Enable DHCPVE stateless mode for this server
DHCP Scopes 1Pv6 dients will be automatically configured without using this DHCP server.

DHCPVE Stateless Mode

DHCP Server Authorization

Confirmation
Progrese

Results

% Disable DHCPVE stateless mode for this server
After installing DHCP Server, you can configure the DHCPyv6 mode using the DHCP Management console,

More about DHCPv6 stateless mode

< Previous Inpte Cancel

10. Authorize the DHCP server

Add Roles Wizard [ x|
r o
. Authorize DHCP Server
So
Before You Begin Achve Directory Domain Services (AD DS) stores 3 list of DHCP servers that are authorized to service chents on
the network. Authorizing DHCP servers helps avoid acadental damage caused by running DHCP sarvers with
Server Roles incorrect configurations or DHCP servers with correct configurations on the wrong network,
D = Speafy credennals to use for authorizng this DHCP server In AD DS,
Network Connection Bndings
IPv4 DNS Sctiings < use aurrent aedentials
IPvS WINS Settings The credentials of the current user will be used to authorize this DHCP server in AD DS.
DHCP Scopes User Name: lmosobdrnirﬁcbabor
DHCPvE Stateless Mode
Confirmaton " Usge alternate credentiale
Progress Specify domain administrator credentials for authorizing this DHCP server in AD DS.
Results

User Name: I Spacify... |

" Sigp authonzation of this DHCP server In AD DS
1. This DHCP server must be authorized in AD DS before it can service dients,

More shout authorizing DHCP servers in AD DS

< previous Bext > |I inct=r | cancet |
S e

11 Click Install, and then click Close. Repeat the same procedure on the second node of the cluster.
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Operation sheet 3.4: Create users using server 2012

1. Open the ADUC console in either of the following ways:

2. Type dsa.msc in the Run dialog box and click OK

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

dsa.msd v

#'  This task will be created with administrative privileges.

Cancel Browse...

Open Server Manager and click Tools > Active Directory Users and Computers.

| hesree Dvectony Mw restetwe Cener
‘ St Diractory Demaim s Toaty

Arsive Divecrony Mod e bae Waviows Po aerShall
i ouisenver Active Dinectory Sees 308 Sarvices
B Al Seners Betive Dhettory Users s Comguners
@ e B
W ropctece PR
& oNs Campuney Mer2goman
B8 Fie and Storage Sevices Defragrrant wnd Optimce O
o s | Dige Clesens.
oS
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Right-click the OU where you want to create the user and select New > User:

File Action View Help

o 2@ 0/ XEe2 B 3 TR

] Active Directory Users and (| JUT: ol PR 1R
b ;; Sz-\:ed Que'risl Name Type Cepartriient
= ;j. 8) eOUIM“ 2 Contact 1 Contact
b = Bz:lﬁn 2 Contact2 Contact
g " B Compabins % Contact 3 Contact
b SJ Domain Controllers & Contact4 Contact
b :1 ForeignSecutityPrim & Contact 5 Contact
b (5] LostAndFound 3 NBC_-Engineering-Engineer Distribution Group - Universal
b 7] Managed Service Ac £2 NBC_-Engineering-Engineering Manager Distribution Group - Universal
B [3) Microscft Exchange $2 NBC_-Engineering-Lead Architect Distabution Group - Universal
(5] NBC” dannc e ——ering-QA Associate Distribution Group - Universal
» B P Dejegate Contiol. ering-QA Engineer Distribution Group - Universal
b 5] Sm Move... ering-Software Architect Distribution Group - Universal
| Find... ering-Se. Architect Distribution Group - Universal
& vol_ew »| Computer T T
Dl [AiTee I fton Geces - Voker
p 5 Mig View ’ | Graup ribution Group - Universal
p 5 NT cut InetOrgPerson ribution Group - Universal
> 53 TPH Duleti - msExchDynamicDistributionList ribution Group - Universal
Rensime mslmaging-PSPs iribution Group - Universal
Refresh | MSMQ Queue Alias Aion Group - Universel
; ' Organizational Unit nbuuon Group - Unfvcrsal
Export List... B P ributicn Group - Universal
a 1 - Printer - - -
Properties _ ribution Group - Universal
- User ribution Group - Universal
P | Shared Folder tribution Group - Universal
| %NBC_-Marke\ting-Lead Generation Representative Distribution Group - Universal
02 81D/ Blaibiablon Blaibick Acaliak Niaddb blan Cuaiia Hal.iswasl
Specify the details about the user and click Next.
| < Back |I Meost > Cancel ]
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Provide the password and select the desired password options. Then click Next.

‘MNew Object - User

milicyweany local ANEBC

[w] User must change password at next logon

ﬁ Createin:  milyway local/NBC

Vhen you click Finish. the following object will be created:

Full name: Test User]
User logon name: TestUser1&miloaway local
The user must change the password at ned logon.
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Operation sheet 3.5: Create a GPO in domain server 2012

Open the Group Policy Management Console (GPMC) by going into Server Manager>Tools and
select Group Policy Management as shown below:

- {;E_;}I I I' Manage Tools

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services

-r- Fi Active Directory Users and Computers
59 ADSI Edit
@ [ Component Services
Er Computer Management
Defragment and Optimize Drives
= DNS
P Ewent Wiewer
Bl I Group Policy Management I

ISCSl Imitiator

Local Securnity Policy m

As the GPMC opens up, you will see the tree hierarchy of the domain. Now expand the
domain, firewall. Local in our case, and you will see the FW Users OU which is where our users
reside. From here, right-click this OU and select the first option Create a GPO in this domain and

Link it here:

=

=L File Action WViews Window H

elp
== =0 al = =@ HEA

=L Group Policy Management
e i Forest: firewall.local
A [ F5 Domains

- FEy firewalllocal

==/ Default Domain Policy
[ 1| Domain Controllers

FW Users
Linked Group Policy Objects | Group

Link Trder SPO

L | FW Use
- [5F Group

ICreate a GPO in this domain, and Link it here...

B 5 WL Fi
=S E Starter

= BB Sites
G Group Policy M
= Group Policy F

Limnk an Existing GPO...

Block Inheritance

Group Policy Update...

Group Peolicy Modeling Wizard...

Mew Organizaticnal Unit

Viewr »
Mew Window from Here

Delete

Rename

Refresh

Properties

Help [Firewwrsillicst
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Now type the Name for this GPO object and click the OK button. We selected WallPaper GPO:

New GPO [x]

MName:
|Wal|P‘aper GPO |

Source Starter GPO:

| {none) LY |

Next, right-click the GPO object and click edit:
=3

=L File Action Wiew Window Help
= = | B X & | H

=L Group Pelicy Management FW Users
- ﬁ. Forest: firewall.local
A [ Domains

Linlked Group Paolicy O

A EE3 firewall.local Link Dnds
st/ Default Domain Policy 1
e =2 Domain Contrellers
a (= | PW Users
= WallPaper
- L& G{Dup Pnlilz}rl:] IEdit"'
I [ WM Filters Enforced
- [E Starter GPOs Link Enabled
k- EE Sites Sawve Report...
sre Group Policy Modelin
%, Group Policy Results Mew Window from Here
Delete
Rename
Refresh
Help
1 Firewralllesc
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To find the Desktop Wallpaper, go to Expand User Configuration> Policies> Administrative
Templates> Desktop> Desktop. At this point we should be able to see the setting in right
window. Right-click the Desktop Wallpaper setting and select Edit

E
_a Windows 2012 Server Selecting and editing Desktop Wallpaper policy |

Group Policy Management Editor

I
I

A

=[ WallPaper GPO [FW-DC1.FIREWALL.LOCAL] Policy
4 A Computer Configuration

~| Policies
~| Preferences

4 4% User Configuration

| Policies

[ || Software Settings
[ Windows Settings
4

| Administrative Templates: Policy definitic

| Control Panel
| Desktop
| Active Directory
| Desktop
I [ Metwork
| Shared Folders
I || Start Menu and Taskbar
| System
- | Windows Components
£z All Settings
Preferences

[

=

Setting State

\i=| Enable Active Desktop Mot configured
|i=| Disable Active Desktop Mot configured
\i=| Prohibit changes Mot configured
5| Desktop Wallp . ot configured
\i=| Prohibit adding Edit Mot configured
|:=| Prohibit closing Filter On Mot configured
|iZ| Prohibit deletin Filter Options... Mot configured
|:=| Prohibit editing Re-Apply Filter Mot configured
\i=| Disable all item All Tasks 5 Mot configured
|i=] Add/Delete itel Mot configured
|i=| Allow only bit Help Mot configured

Firewellex

First we need to activate the policy by selecting the Enabled. When ready click Apply and then Ok

= Desktop Wallpaper |;|i-
E‘ Pesitep Wellpper Previcus Setting | | Mext Setting |
) Mot Configured Comment: -
I-:é:n Enabled I
) Disabled .
Supported on:  [Car jcact Windows 2000 —
~
Cpticns: Help:

Wallpaper Mame:

[ Fw-DCTwwallPaperljpg |

Example: Using a local path:
Chwindows'web\wallpaperihome. jpg

Example: Using 3 UMNC path:
“Server'Share\Corp.jpg

awvailable when the user logs on, no wallpaper is displayed. Users | ~
cannot specify alternative wallpaper. You can also use this
setting to specify that the wallpaper image be centered, tiled, or
stretched. Users cannot change this specification.

If you disable this setting or do not configure it, no wallpaper is
displayed. Howewer, users can select the wallpaper of their
choice.

Also, see the "Allow only bitmapped wallpaper” in the same
location, and the "Prevent changing wallpaper” setting in User
Configuration'Administrative Templatesh.Control Panel.

Mote: This setting does not apply to remote desktop server
sessions,

~

o || e Finewallox
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Now that we’ve configured our GPO, we need to apply it. To do so, we can simply log off and log back in
the client computer or type following command in domain controller’s command prompt to apply the
settings immediately

C:\> gpupdate [force

As we can see below, our user's desktop now has the background image configured in the group policy we created

Other user

Mlackson@firewall.local

*000220DBRS

Sign in to: firewall.local

64-bit Operating System, x54-bazed
processor
Limited Touch Support with 2 Touch
Points

THE KING OF POP
1958-2009

= S =l
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LAB Test 3.1 Install Operating System
Instructions: Given necessary templates, workshop, tools and materials you are required to perform the

following tasks within 4 hours.

Taskl: Installing server 2012 operating system
Task2: Install Driver

Task3: Create Domain

Task 4: Join client computer

Task 5: Create Users

Task 6: Create DHCP sever

Task 7: Create Organizational Unit

Task 8: Create Group Policy
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